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Current landscape

Since 1996 MIT has 1ssued X.509 soft certificates to Its
traditional user community

Roughly 100 to 150 servers accepting MIT user
certificates

MIT Shibboleth deployment started in Fall of 2007
Roughly 15 applications in operation today
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Driving factors

« The community that our applications must interact with Is
larger than the MIT community, and includes people that
do not have an account with any KDC.

 There was no organization building a large cross realm
community, similar in scope to some of the growing
Shibboleth federations.

* It 1s not always appropriate to release a student’s name to
a third party application.
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MIT as a federation:
Current Shibboleth IdPs

 Core IdP for people that have an MIT Kerberos principal
(idp.mit.edu)

— Central administration

 Collaboration Account IDP for people that don’t have an

account at a site with a Shibboleth I1dP
(idp.touchstonenetwork.net)

— Self registration
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IdP Initial authentication
mechanisms

e Core MIT (idp.mit.edu)

1. MIT issues X.509 certificates
2. MIT Kerberos principal and password
3. Kerberos via HTTP-SPNEGO
* Internet Explorer, FireFox, Safari
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/= Touchstone@MIT : Please Authenticate - Windows Internet Explorer -8 x|

% - IW https://idp.mit 2cylogin?R T=StYObS35EYhdbix 1T 1MaGY1PRYESLTvLFGHBkrPYm4022k hIAER+HdOF2ucka+koMLB = || 2 || 44| | | Joogle (2]
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v e 1] Touchstone@MIT : Please Authenticate @ - & A @ @ @PGDS < @TOD|5 -7

test settings help

Welcome, please identify yourself to access MIT services. |

You have 5 minutes to authenticate. o

Have an MIT certificate?
C icates are your key to secure

" web services at MIT, (such as
Use Certificate - Go Benefits, Request Tracker, SAPweh,
and wehslS) and the preferred way

to access MIT servers

I aAlways login with this

No certificate? Use Kerberos username
If you don't have a certificate

Username: I:I @mit adu |nst_a||ed on this machine, you may
login using your MIT username (the

Password: 8 characters before your @mit.edu
. I:I ermail address) and your Kerberos
d

Have Kerberos tickets?
Using your Kerberos tickers to

L . authenticate to MIT Touchstone 1
Use eX|st|ng tickets - Go reduires carect browser
fi ion. This option is useful

far Athena and WINMITEDU users

T always login with this A1
i1 L% X

|Done ’_ ’_ ’_ ’_ ’_ ’g |§ Internet | Protected Mode: On | *w 100}/‘4_/4
f,'StartI mESD Ilg M Command... @Octuber, | & Touchst... & Inbox for... I eZ gaim v| (E'I Microsoft | 99% || @ |« M;ﬁlﬁi @@I@ 1:46 PM
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Metrics: core IdP, July 10— Oct 8

Logins, by authentication method:

Logins to Core IdP

«certificate 327252 (75.76%)

susername/password 103072
(23.86%)

*Kerberos 1612 (0.37%)
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IdP Initial authentication
mechanisms

« Collaboration Accounts (idp.touchstonenetwork.net)

1. Username / password
2. OpeniD
3. Kerberos via http-spnego

« was available during beta, and some time in the
future, not currently turned on in production
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ouchstone Collaboration Account L - Windows Internet Explorer =] x|

@" - Ié, https:,l’,l’idp.touchstonenetwork.net,l’shibholeth—idp,l’nuthSSO.?shire=https°f03.°.°a’02F°a’02Fwikis.mit.edu%ZFShihboIeth.sso‘bj % 1| X IGoogIe o~
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Sph Wallet @8 Gobo'Web Site - {8 Capture Card "] B Generate Password
= 'F;

- o ey 33
'i:?‘ ohe {& Touchstone Collaboration Account Login fp - & El - = - |k Page ~ (CF Tools ~

Touchstone Collaboration Account Login

Choose one of the following methods to login: |

Your email & password You can login by entering the email

A address and passuword with which
Email: I:I vou registered your MIT
Touchstone collaboration account.

Password: I:I- If yvou have not yet registered for

YOUF account, you may do so here.
Forgot password?

Mot registerad?

Your OpenlD

This option is available if you have

7 registered an OpenlD as an
OpenlD: |m alternare security |0 for your

Touchstone collaboration account,

|D0ne ’_l_l_l_l_m|® Internet | Protected Mode: On ’T\IDDFIO = ;
{'Startl mED I~ ECommand...I [fr} October, ... II & Touchst... & Inbox For. .. I 02 gaim v| ({3 Microsoft | 99% [I & |« @}Q‘-’nﬁi @@l{b 1:48 PM
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Metrics: TouchstoneNetwork IdP, July 10 — Oct 8

Logins, by authentication
method:

susername/password
12,372

*Openld 1
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Shibboleth and Cross realm
Interactions

« Shibboleth Attribute Resolution issue

— 1dp.mit.edu maps well with the Athena.mit.edu realm
and ldap.mit.edu.

« What happens when someone from another realm
authenticates?

« Where do we perform the attribute resolution?
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ldentity transformations

2 P E. Hillpbh41@hotmail. com

TouchstoneNetwork IdP addresses this

Manage Alternate Security Accounts

via self registration of alternate

security identifiers

= Add Alternate Security 1d

Active Alternate accounts

Alternate 1D ID Type
hitp:srauth. mit. eduipbh Cpenld
phhigATHEMAMIT.EDL kerberos

Inactive Alternate accounts

Alternate ID ID Type
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Future directions

« Add Kerberos mechanism back into Touchstone

« “KAML” raises privacy concerns when extending across
the border of the enterprise.

— Ticket in the SAML assertion
— SAML assertion In the ticket

— In both cases the username is likely to be exposed
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